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Who we :

Mission Statem

At St Edward's College we strive t
increasingly globalised and technolog
character formation, genuine intercult
which will assist them to contribute to

About us

St Edwards is an Independent privat
Early Childhood to IBDP Sixth Form. WA
students age 11 years up. Our educatic
person we are today. Whether we lear
parents, grandparents, friends or teac
experience’. Dedicated, caring and ex
our success. The underlying approach
simple. We do not want our stud -
understanding of a concept/topic the
understand one needs to think. Hence,
At St Edward's we deliver our lessons
international methodologies.



Defining th
Privacy Po

Introduction

This Master Privacy Policy (“Privacy
relates to the
http://stedwards.edu.mt/ and/or a
website and/or associated domains
sub-domains) of http://stedwards
hereinafter referred to as the °
services provided by St Edwards Col
owner of the Site, (ViE ==
“Ourselves”, “the Foundation” and
College”) and any related
applications (‘Apps’), where Persona
processed by the same (via the Site
Our Apps or otherwise) relating to Yo
Master Privacy Policy, "You" and "Y
“User” refer to an identified or ide
natural person being the User of
and/or client (or prospective client)
Our services, including students
prospective students and their



https://stedwards.edu.mt/
https://stedwards.edu.mt/

respective parents or legal guardi alf of a minor or
minors and/or in their capacity). O

be read below.

tact details, can

e Site or You
sed privacy

You may be reading this Privacy
may have been directed here by
policies or Our other notices (digita

how and
\pps, or
ts, the
otices

Although this Privacy Policy provid
why We generally process Perso
otherwise) as well as detailed i
specific and tailor-made content
will, in most cases, provide You wi
specific processing operations (
processing certain categories of
doing so depending on the matter

)N on
for
or

Although our goal is to always b
appreciate that legal documents ¢
We strongly encourage You to re
Your convenience) with care. Plea
any clarification You may need.
specific legal basis We are relyi
specific processing operation, We
information you may need.



Applicable
laws

As an entity established in Malta, EU, tF
so far as You are concerned, are as fol
e The Maltese Data Protection Act G
various subsidiary legislation issu

« The Regulation (EU) 2016/679 of th
April 2016 on the protection of
Personal Data and on the free
95/46/EC (General Data Protection

All the above, as may be amended fro
~otection Laws”



“PERSONAL DATA” means any information thaf
that relates to an identifiable individual.

Whenever it is not possible or feasible for Us t
anonymised data (in a manner that does no
customers of Our services), We are neverth
privacy and the security of Your Personal Data

We collect Personal Data in various ways bo
You choose to provide Us with certain data
from third parties) as well as non-digitally (fo
orm to benefit from one or more of Our servi



Personal Data

we collect about you

There are various categories of Personal Data that

1.CONTACT DERAISSS

e Name

e Surname

e Mailing address,

e Telephone or mobile number
e Email address

e REGISTRATION DATA:
e ausername

e password

e date of birth

e country of residence
e gender
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2. MARKETING DATA:
e Name
e Email address
e Mailing address
e [nterests
e Proof of opt-in consent (where needed)
e Objections to marketing
e Website data
¢ Online identifiers (including IP addresse

browser)

3. TRACKING DATA:
e |P address
e Location Data
e GPS Data
e FINANCIAL INFORMATION:
e Bank account details
e Credit or debit card information




ADDITIONAL INFORMATION

e client] of Our
est additional
other similar

In some cases, (for example, if You
services, via the Site, any App o
Personal Data as a means of secu
lawful purpose (which will be ex
condensed policy/notice that may
information We may request from
services includes:

and/or in a
additional
with Our

e More secure identification meth

e Credentials/references

e Details of Your next of kin

e Certain special categories of da
conditions/status (only where n

alth

Many of the categories of Personal
(for example, Your Contact Details
MAY ALSO COLLECT PERSONAL DA
companies, other educational esta
sectors), publicly accessible databa
platforms and other third parties.
You from third parties when We ne
certain Financial Information. Sho
measures as required by law to fu
Personal Data and the categories
There are certain instances at law
disclosing to You such activity (for
for anti-money laundering purposes




For a detailed description of the reasons why We procesf
Personal Data above (and any other specific Personal Data
as the corresponding legal ground(s) for doing so please s
Your Personal Data For (Purpose of Processing) below. :

For information/Personal Data that We may collect automi
please see the Cookies section below.




Social

Media

If you choose to connect one or more of your social media a
this option is available) to enable the sharing of Personé
platforms, certain categories of Personal Data relating te
media account(s) will be shared with us.
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How and wh

Collect

As a general rule, We do not collect any
identifies You as an individual other than
such as the data (including Contact Deta
when registering with Our Site (where
member of the Foundation (if this appli
inquiries relating to Our goods and/or se
offered by Us or via Our Site, such as any
from time to time or even when subsc
affiliates and/or corporate partners) ma
Data We Collect About You above).
Unless otherwise specified and subject
only collect Personal Data (from You or e
e Need to be able to provide You with
Us __

e Are legally required to collect/use and
* Believe to be necessary for Our legiti
e Believe to be necessary to protect You
is at risk due to a medical condition tha

us at enrolment) :

For a detailed description of the reasons
personal data as well as the correspondir
see the ‘What We Use Your Personal Data F



Personal Data rela r

Third Parti

By providing Us with or allowing Us to access Pe
individuals other than Yourself, You are letting Us
authority to send Us that Personal Data or the a:
access those data in the manner described in this Prf
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Purpose of
Processing

The following is a description (in a clear and plain ma
Your Personal Data for and the corresponding legal gr
doing so.

For more detail on what is meant by terms such
‘Registration Data’ and other categories of Personal D
below, please see the section above relating to Per
About You.

Please note that WHERE WE RELY ON YOUR CO
NITHDRAWN AT WILL (See Special Note on Consent be



PURPOSE OF THE PROCESSING

CATEGORIES OF
PERSOMAL DATA

LEGAL BASIS FOR PROCESSING

Set up a record on our systems

Registration Data

Contact Data

Financial Infarmation

Other Communication
Data

IContractual Mecessity

Legitimate interest (to ensure we
hawve an accurate record)

To manage our relationship with
yau

Registration Data
Contact Data

Other Communication
Data

Transaction and Usage
data

IContractual necessity

ICompliance with the legal
lobligations

To establish and investigate any
suspicious behaviour to protect our
pusiness from any risk and fraud

Registration Data
Contact Data

Identification and
erification Data

Log in Data

Legitimate interest (detection and
prevention of fraud)

Subscribing to a newsletter or
mailing list

Reqistration D ata/Contact
Details

[four consent

To learn about any special needs
rod (including minors under your
authority) may have (for example
medical/psychological conditions
that would require our assistance -
for example, our appointment of
necessary Learning Support
iscistants (LSAs)

Health Data

our Exphat Consent

Evaluating Your
application(s)/requests You send Us)
to use/receive any of Our services
ncluding signing up individuals to
be students at Our College

NB [see Automated Decision-
Making section below to learn

about how We evaluate certain

requests by solely automated
means|

Contact Details/ Mext of
Iin
details/references/profiles

IContractual Mecessity

To monitor cur premises via CCTV
for security purposes

CCTV footage (deleted
after 7 days)

Legitimate Interests

If you are a member of our
foundation, to carry out our
eqgitimate activities as a registered
foundation (with appropriate
afeguards) in connection with the
operation of the foundation itself
and related purposes (particularly
n the education sector).

Special categories of
personal data (for
example, trade union
membership) relating
solely to present and past
rmermbers of the St
Edwards Foundation who
have regular contact with
the foundation

L

Legitimate Activities (as a
foundation) as per Article 9(2)(d),
IGDPR

our consent (to be able to
disclose your personal data
loutside the foundation)




PURPOSE OF THE
PROCESSING

CATEGORIES OF PERSOMAL
DATA

LEGAL BASIS FOR PROCESSING

Maintain records an our
systams

Registration Data

Contact Data

Financial Infarmation

Other Communication Data

Contractual| necessity

Legitimate interest [to ensure we hawve an
accurate reoond]

Continue to manage our
relations hipwith you

Registration Data

Contact Data

Financial Infarmation

Other Communication Data

Transactionand Usage data

Contractual necessity

Com pliance with the legal obligations

Ta caontact you far academic
update purposes

Contact Data

Legitimate Interests

Ta manitar and assess your
academic progress

Registration Data

Fersonal Data geneated in
the College's day-to-day
intaractionswith
students/data subjects

Legal Obligatian

To arganise functions andar
activities of both curricular
and extra-curricular activities

Registration Data
Contact Data

Legitimate Interests

Insome casas, wherne the activities are
campletely aptional and de pendent an ywowur
chaasing ta attend, we may ask for your
cansent.

Your being ab ke to participate
inananline survey ar pall

Registration Data/Contact
Details

Your conse nt

Comply with legal and
regulatory abligations

Contact data

Legal Obligatian

Ta pass an certain infarmation
ta pub licaut harities
[inchuding the Mational
Statistics Office]

Registration Data
Contact Data

Examination/test results
cantaining persanal data

Legal Obligation




CATEGORIES OF PERSOMAL
DATA

LEGAL BASIS FOR PROCESSIMNG

Ta process and manage
payments transactions [whers
applicable]

Financial Information

Contractual necessity

To be able to continuea

praviding You with same ar all

Our sarvices —aespacially

educational services

Registration Data' Contact
Details

Contractual Mecessity

Subscribing to a newsketter ar
mailing list

Registration Data/Contact
Details

Your consant

Ta be able to pravide You with
marketing material that Youw
may have requested from s
ar that We may be autharized
at Ew to provide to You

Marketing Data

Your Cansent [where we nead this]

OR

QOur kegitimate interests [where we don't
need Your conse nt)

Ta continue to attend to Your
special neads if you hawve
health issues that we knowe
about [for example
medical{psychalkgical
canditians]-

Health Data

Your Explicit Cansant

OR [depending anthe circumstances of the
casa)

Wital Interests [wheare no consent would be
required)

If you are a me m ber of our
foundation, to carry out our
legitimate activities as a
registered foundation [with
ap prapriate safeguards] in
cannection with the operation
of the foundation itselfand
related purposes [particularhy
inthe educationsectar].

Special categaries of persanal
data [for example, trade union
mem bars hip] relating salkely tof
present and past members of
the 5t Edwards Foundation
wha hawve regular contact with
the foundation

Legitimate Activities [as a foundation] as per
Articke 9[2][d]. GDPR

Your consent [to be able to disclose your
persanal data outside the foundation]

Ta manitar our premises via
CCTW far security pur poses

CCTV footage [deleted after 7
days]

Legitimate |nterests

Ta recard lessans in

exceptional circumstances
and share them with studs nts,
ta facilitate distance karning

Audio-vieua| recardings of 5t
Edwards teachers and staff;
and possibly of students’
waices, unless the latter can ba
avaided

Contractual Mecessity




Special note on

Consent

For the avoidance of all doubt, We would like to poi
cases where We cannot or choose not to rely on
example, Our legitimate interests), We will process
basis of Your consent. In some cases, We will req
for example, when, on the basis of Your explicit
special categories of data concerning You such as
beliefs, or, in those instances where the services of
involved, information relating to sexual orientation
reveals Your race or ethnic origin (what was
‘sensitive Personal Data’) that might be needed as
Your application for enrolment with Our college (fo
to Us any medical or psychological conditions tha
certain precautions and make necessary arrang
appointment of necessary Learning Support Assist



Special note on

Consent

In those cases where We process on the b
never presume but which We shall have
manner from You), YOU HAVE THE RIGHT
ANY TIME and this, in the same manner as

Should You exercise Your right to withdr
writing to Us at the physical or email a
whether at that stage an alternative lega
Personal Data (for example, on the basis o
subject) where We would be legally autho
Your Personal Data without needing Yo
accordingly.

When We ask for such Personal Data, Y
should You decline to provide Us with n
provide requested services, We may not n
with such services (especially if consent
available to Us).

Just to clarify, consent is not the only grou
Personal Data. In the last preceding sectio
grounds that We rely on when processin
purposes.



Accuracy of
Personal Data

All reasonable efforts are made to keep any Personal Data We ma
You up-to-date and as accurate as possible. You can check the inf
We hold about You at any time by contacting Us in the manner exp
If You find any inaccuracies, We will correct them and where requ
them as necessary. Please see below for a detailed list of Yourleg:
terms of any applicable data protection law.

DATA .

“PROTECTION




Confidential Data

I I I l il |dentify Person]

Direct

Marketing

We only send mail, messages and other communic
where We are authorised to do so at law. In m
consent to do so (especially where We use electr
any time, You no longer wish to receive direct
from Us please let Us know by contacting Us at f
Your preferences on any of Our Site(s) or Apps (wh
In the case of direct marketing sent by electronic
are legally authorised to do so) You will be given a
unsubscribing) from any such communications.

Please note that even if You withdraw any conse
if You object to receiving such direct marketing
cases where We do not need Your consent), fro
need to send You certain important communicati
opt-out.



Transfers to

Third Cou

As a general rule, the data We process
any of our Apps or otherwise) will be
European Union (EU)/European Econo
country deemed by the European Com
protection (the so-called ‘white-listed" ci
https://ec.europa.eu/info/law/law—topi

In some cases, it may be necessary for
to a non-EEA country not considered b
an adequate level of protection (for exa
processors located there). For exampl
desired transaction it can be necessary
Data to banks outside the EEA. We may
with other schools and/or colleges aro
transparent on this as possible. ":

In such cases, apart from all appropria
any case, to protect Your Personal Data
adequate measures. For example, We
bound by the EU Standard Contractual E
designed to protect Your Personal Data
transfer. You are entitled to obtain a
Us as explained below. ":



Internet
Communicat

You will be aware that data sent via the Interne
international borders even where sender and r
located in the same country. We cannot be held
done or omitted to be done by You or any third
Personal Data prior to Our receiving it including
transfers of Personal Data from You to Us via a
level of data protection than that in place in the
by any technological means whatsoever (for ex
Dropbox etc).

Moreover, We shall accept no responsibility o
the security of Your data while in transit throu
responsibility results explicitly from a law ha

. ' . "
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Authorised
Disclosure

Without prejudice to anything contained
of full transparency, We reserve the rig
any relevant Personal Data relating to
in certain cases relevant IP addresses)
the EU/EEA if such disclosures are allo
(whether or not You have provided Your :

1.For the purpose of preventing, dete
if You provide false or deceptive e
pose as someone else, We may disc
You in Our possession so as to assis
actions);
2.in the event of the College being invo
acquisition, joint venture, assignme
applicable to registered foundation
3.to protect and defend Our rights c
those of Our affiliates, of Users of Ot
4.to protect against abuse, misuse or t
5.for any purpose that may be necess
agreement You may have entered i
provision of services by third partie
request prior to entering into a cont
6.to comply with any legal obligations
any Court subpoena or order or sim
7.as may otherwise be specifically all
applicable law (for example, under



Sharing of personal data with
recipients

Relevant data will also be disclosed or shared as
line with the Data Protection Laws) to/with mem
and/or to/with affiliated entities and/or sub-co
European Union if pertinent to any of the purpo
(including to/with Our services providers who f
Site and/or any service You may require). Perso
shared by Us to provide the services You request
reason (including authorized disclosures not req

Any such authorized disclosures will be done in
Protection laws (for example all Our processors
requirements in the said Data Protection Laws, '
keep any information they receive confidential an
employees/personnel are also bound by similar e
providers (Our processors) are also bound by a Nt
particular, Article 28 of the GDPR).

Your Personal Data will never be shared with th
purposes (unless You give Your consent thereto

The third parties who We may disclose to and/o :
are, at the date of this Privacy Policy, the followin

T ¥V S

DATA PROTECTION



CATEGORY OF
RECIPIENT

PURPOSE OF PROCESSING

Cloud Service
Providers

Hosting of data under state-of-the-art security

protocols and our exclusive control

IT Service Providers

Maintenance and support of our IT
systems/Website(s) - with restricted access and

under our strict controls

Auditors

Compliance with our auditing obligations — with

access granted only to essential personal data

Legal Advisors

Compliance with our legal obligations or when
necessary for the establishment, exercise, or

defence of legal claims.

Other
schoolsfeducational

establishments

To coordinate student-exchange programmes or
facilitate student mobility when required to do
so (for example, at Your request} or to provide
references/character assessments and similar

checks.

Credit Agencies

To inform such entities of any defaulting debtors

Transport Providers

To enable such companies to offer their services

to students

Public Authorities
(including the

Mational Statistics

Office)

Compliance with legal obligations and only after
verifications are made into necessity of

disclosure.




Security
Measures

The personal information which We may ho
affiliates/partners/subcontractors as the
accordance with Our internal security polic
We use reasonable efforts to safeguard t
Personal Data that We may process relatin
enhance Our technical, physical and manag
Your Personal Data is protected from:

-unauthorised access

-improper use or disclosure
-unauthorised modification

-unlawful destruction or accidental loss.

To this end We have implemented security
organisational measures to protect the Pe
Our control. All our members, staff and dat
subcontractors, including cloud service pro
European Union), who may have access to
processing of Personal Data, are further ob
confidentiality of Our Users’ or clients’ Per
obligations as imposed by the Data Protect



Despite all the above, We cannot
storage system can ever be 100% se
security measures please contact Us

Authorised third parties, and extern
permitted access to Your informati .
specifically required to apply appro
measures that may be necessary to
processed from unauthorised or acc
from any unlawful forms of proces

As stated above, the said service
bound by a number of other obligati
(particularly, Article 28 of the GDPR)




Retention
Periods

We will retain Your Personal Data onl
consideration the purpose for which it
use to determine what is ‘necessary’ d
guestion and the specific relationship W

Our normal practice is to determine wh
Maltese law(s) (for example tax or corp
Us to keep certain Personal Data for a
will keep the Personal Data for the max
For example, any data that can be dee
kept for ten (10 years).

We would also have to determine whet
provisions that may be invoked against
what the prescriptive periods for such
In the latter case, We will keep any rele
defend Ourselves against any claim(s),
You and/or third parties for such time

Where Your Personal Data is no longe
delete or anonymise the Personal Dat
Please note that certain laws oblige U
example, academic progress/examina
example, the National Statistics Office
separate controllers) would then dete
in such cases may be much longer tha




Processinc

For research and statisti

Research and statistics using User or
that We may understand Our Users' a
improve Our services/activities and/o
of the College’s purpose. In any case,
consent We may legally require from Yol
will also ensure to implement all appro a

Links to Third Party sou

Links that We provide to third-party we e
not in any way whatsoever responsible
in any way) the content of such websit S
policies or data processing operations of
read the privacy policies of any such thi

Cookies

When You visit Our Site, We collect certa
automatically through the use of cookies
For more detailed information includi
process such data in this manner (includ
and non-essential cookies) please read
Policy.



Minors

The Site and Our online services (entering into cont
not intended to be used by any persons under the a
therefore We will never intentionally collect any Per
persons. If You are under the age of consent, please
parent’'s or legal guardian’s permission to use the S
services.

We shall consider that any Personal Data of person
(18) received by Us, shall be sent with the proper au
can demonstrate such authority at any time, upon O

Please note that in terms of Subsidiary Legislation
legally provide Us with consent to process Persona
(16) years of age or older. However, to enter into a ¢
still be eighteen (18) years of age or older as stated

Automated Decision-making

We do not rely on any decisions taken solely by auton
words, without significant human intervention) — inclt
Should this position change in the future (and only a
permitted to do), You will be notified accordingly.



Your Righ

under the data e

Before addressing any request You ma
Your identity. In all cases We will try to
reasonably possible.

As explained in the Retention Periods
certain Personal Data for compliance
also to complete transactions that You
deletion that You requested. :E

Your various rights at law include:

Your Right to acce

You may, at any time request Us to co
Personal Data that concerns You and,
access that Personal Data and to the e
e What Personal Data We have, 'E
e Why We process them,
* Who We disclose them to, :;
e How long We intend on keeping th
e Whether We transfer them abroad
them,
e What Your rights are,
e How You can make a complaint,
« Where We got Your Personal Data f



Upon request, We shall (without advers
others including Our own) provide You
undergoing processing within one mont
may be extended by two months where 1
complexity and number of the requests.
extension within one month of receipt
for the delay.

Your Right of Rectif

You have the right to ask Us to rectify
complete incomplete Personal Data conc
accuracy of the data before rectifying it.

Your Right to Eras
Also known as The Right

You have the right to ask Us to delete Yo
without undue delay but only where: Z
e The Personal Data are no longer n
were collected; or .

* You have withdrawn Your consent (ir
on the basis of Your consent) and
process Your Personal Data; or

e You shall have successfully exercis
below); or

e Your Personal Data shall have been
* There exists a legal obligation to whi
e Special circumstances exist in conne



In any case, We shall not be legally bou
the processing of Your Personal Data is
e for compliance with a legal obllgatl
not limited to Our data retention ob

e for the establishment, exercise, or

There are other legal grounds entitling
the two instances above are the most
to deny such requests.

Your Right to Data

You have the right to ask Us to restrict
Your Personal Data but only where:
e The accuracy of Your Personal Data
rectification above), for a period enal
Personal Data; or ;

e The processing is unlawful and You
Data; or

* We no longer need the Personal Dat
collected but You need the Personal

or defence of legal claims; or

e You exercised Your right to object a
grounds to override Your objection

Following Your request for restriction, e
We may only process Your Personal Da ::
e Where We have Your consent; or
e For the establishment, exercise or .
e For the protection of the rights of a
e For reasons of important public int



Your Right to Data

You have the right to ask Us to provide
provided to Us) to You in a structured, e
format, or (where technically feasible)
data controller, provided this does not
freedoms of others. This right shall onl
e The processing is based on Your co
contract with You; and

e The processing is carried out by aut

Your Right to Withd

(when we rely on consen a

See Our Special Note on Consent for
You may exercise at any time).

Your Right to objec
processing

In those cases where We only process
necessary for the performance of a tas
when processing is necessary for the p
pursued by Us or by a third party, You st
processing of Your Personal Data by U
processing of data shall cease, unless W
compelling and legitimate grounds re
processing which outweigh the objecti



When Your data is processed for direct marketing
to object at any time to the processing of Your Pe
profiling to the extent that it is related to such dir

For the avoidance of all doubt, when We process
is necessary for the performance of a contract, w
compliance with a legal obligation to which We ar
is necessary to protect Your vital interests or tho
this general right to object shall not subsist.

Your Right to lodge a co

You also have the right to lodge complaints with t
Protection Supervisory Authority. The competent
Office of the Information and Data Protection Com

We kindly ask that You please attempt to resolve

Us first (even though, as stated above, You have a
competent authority at any time).

........

------



What we may require from

As one of the security measures We implement, before
help You exercise Your rights as described above We m
identity to ensure that We do not disclose to or share an
any unauthorised individuals.

Time limit for a response

We try to reply to all legitimate requests within one monti
them. In some particular cases (for example, if the matt !
complex or if You send Us multiple requests), it may tak
month. In such cases, we will notify You accordingly an



The College Detail

St Edward’s College a Foundation regi
(LPS-210) and whose address is at Tri -
Cottonera, Malta is the data controller
Personal Data that takes place via the "
(or in the condensed privacy policy or

If You have any questions/ comments
exercise any of Your individual rights, -
bursar@stedwards.edu.mt or by writing
above) by phoning Us using telephone
normal office hours).

Updates

We reserve the right, at Our complete .
remove portions of this Privacy Policy
with whom We have a contractual rela s
any changes made to this Privacy Polic
relevant to the Site). We shall also arc
Privacy Policy for Your review.

As a User of the Site with which We ha
lawful way of tracing, it is in Your inter
this Privacy Policy (which are usually de
are published on the Site), in the event
updates do not reach You.


mailto:bursar@stedwards.edu.mt
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